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REF: A. TEHRAN 7968; B. TEHRAN 1629 

1. AS GOI APPROACHES DECISION POINTS ON MULTI-BILLION 
DOLLAR PROJECT TO UPGRADE IRANIAN MILITARY AND 
CIVILIAN COMMUNICATIONS, WE BELIEVE IT USEFUL TO REVIEW 
RECENT DEVELOPMENTS AND POTENTIAL PROBLEM AREAS. TEHRAN 
IS CROWDED WITH VICE PRESIDENTS OF U.S. ELECTRONIC FIRMS 
PEDDLING SATELLITES AND OTHER COMPONENTS FOR THIS MASSIVE 
PROJECT. SOME LARGE FIRMS ARE OFFERING TO TAKE ON ENTIRE 
RPOJECT THEMSELVES. MONTHS AGO WE PROMISED IRANIAN AIR 
FORCE A COMPREHENSIVE BRIEFING ON OUTLINE OF USAF ROLE IN 
THIS PROJECT AND WE ANTICIPATE ARRIVAL OF TEAM NEXT MONTH. 
UNDERSTANDABLY, IIAF HAS BEEN INCREASINGLY IMPATIENT TO 
RECEIVE THIS BRIEFING SO THAT BASIC STUDIES ON PROJECT CAN 
BE INITIATED. 

2. REF A REPORTED VISIT OF AT&T REPRESENTATIVE, 

ROBERT BRIGHT, TO TEHRAN AND INFORMATION HE CONVEYED TO 
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US ON HIS INITIAL TALK WITH MINISTER OF COMMUNICATIONS 
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MOTAMEDI. BRIGHT HAD IMPRESSION THAT MOTAMEDI STRONGLY 
FAVORED AT&T PARTICIPATION IN LEADERSHIP ROLE FOR 
OVERALL PROJECT. MOTAMEDI WAS TO HAVE DISCUSSED PROJECT 
WITH PRIME MINISTER. WE DO NOT KNOW RESULTS OF THAT 
CONVERSATION, BUT INTEND TO FOLLOW-UP TO ASCERTAIN IRANIAN 
CIVILIAN VIEWS OF THIS PROJECT. 

3. MEANWHILE, IIAF COMMANDER GENERAL KHATAMI HAS EXPRESSED 
TO ARMISH/MAAG OFFICERS HIS CONCERN FOR EARLY ARRIVAL OF 
USAF BRIEFING TEAM. KHATAMI INDICATED THAT HE FELT 
"POWERFUL FORCES WERE AT WORK WHICH MIGHT INFLUENCE UNWISE 
DECISIONS". KHATAMI SAID HE ADVOCATED AN FMS CASE WITH THE 
USAF FOR THIS PROJECT, AS WELL AS THE PEACE CROWN AIR 
DEFENSE PROJECT. ALTHOUGH WE HAVE NO FIRM EVIDENCE, IT 
SEEMS CLEAR TO US THAT KHATAMI HAS LEARNED OF THE AT&T 
CONVERSATIONS WITH MOTAMEDI AND FEARS THAT A US-IRANIAN 
CIVILIAN COMBINATION MIGHT REDUCE HIS ROLE AS DESIGNATED 
AGENT FOR THE TOTAL MILITARY-CIVILIAN PROJECT. WHEN 
GENERAL JONES ASSURED KHATAMI IN A PERSONAL MESSAGE THAT 
THE USAF BRIEFING WAS BEING PREPARED, KHATAMI GAVE THE 
IMPRESSION THAT HE WOULD USE USAF INTEREST IN THE PROJECT 

TO HELP DELAY DECISIONS BY OTHER SOURCES, I.E., PTT. 

4. USG HAS TWO BASIC OBJECTIVES IN THIS UNDERTAKING. 

FIRST, WE WOULD LIKE TO SEE US MANAGEMENT OF PROJECT 
ENHANCE OUR OVERALL RELATIONSHIP WITH IRAN RATHER THAN 
CREATE AN EVENTUAL DAMAGING BACKLASH OWING TO USG 
INABILITY TO PERFORM IN A SATISFACTORY MANNER. SE ONDLY, 

WE WANT TO SEE AS MUCH OF PROJECT WORK AS POSSIBLE BE 
ASSIGNED US CONTRACTORS AND SUPPLIERS. 

5. WITH THOSE BASIC OBJECTIVES IN MIND WE NEED TO ASSURE 
THAT: 

A. US GOVERNMENT OR PRIVATE FIRMS, WHICH MAY BE 
ASSIGNED KEY MANAGEMENT ROLE, SHOULD BE QUALIFIED TO 
PERFORM AND WILL BE COMPLETELY ACCEPTABLE TO THE GOI. 

SOME DOUBT HAS BEEN EXPRESSED IN THE PAST AS TO THE 
CAPABILITY OF THE USA IN THIS REGARD, AS WELL AS THE 
APPROPRIATENESS OF A MILITARY ORGANIZATION TAKONG ON A 
CIVILIAN PROJECT. ON THE OTHER HAND, USAF IS EMINENTLY 
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ACCEPTABLE TO THE IIAF, WHICH HAS BEEN GIVEN AND MAY 
RETAIN EXECUTIVE MANAGEMENT OF THE ENTIRE PROJECT. AT&T, 
WHICH OBVIOUSLY HAS BEST CREDENTIALS FOR PROJECT, MIGHT 
EXPERIENCE SOME DIFFICULTY IN DIRECT DEALINGS WITH IRANIAN 
MILITARY. 

B. AMERICAN OFFICIAL PERSONNEL SHOULD STAY OUT OF 

ANY INTERNAL IRANIAN STRUGGLE THAT MAY DEVELOP OVER THIS 
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PROJECT. WE ARE SIMPLY ASKING FOR TROUBLE IF WE TRY TO 
INTERVENE ON BEHALF OF EITHER THE IRANIAN MILITARY OR 
CIVILIAN MINISTRIES. WE COULD APPROPRIATELY DEVELOP 
OPTIONS, BUT THE DECISIONS SHOULD BE MADE BY IRANIANS 
THEMSELVES. 

C. USG SHOULD SHOW AS MUCH FLEXIBILITY AS POSSIBLE 
IN PROPOSING OPTIONS FOR THIS PROJECT TO THE GOI. FOR 
EXAMPLE, IT MIGHT BE WELL TO SUGGEST SOME FORM OF JOINT 
US MANAGEMENT EFFORT INVOLVING USAF AND AT&T 
WE WOULD NOT WANT TO SEE AN ENTITY AS COMPETENT AS AT&T 
LEFT ENTIRELY OUT OF THIS PROJECT. 

6. WHEN I RAISED THIS SUBJECT WITH HE SHAH BRIEFLY 
LATE LAST YEAR (REF B) HE INDICATED NO FIRM DECISIONS 
HAD BEEN TAKEN AND A READINESS TO LISTEN TO US THINKING 
ON THIS SUBJECT. HE SHOWED THE SAME KIND OF FLEXIBILITY 
DURING AN AUDIENCE WITH SECRETARY OF AIR FORCE MCLUCAS 
ON OCTOBER 6. HE HAS NOT DECIDED FINALLY THAT THE ENTIRE 
PROJECT SHOULD BE HANDLED BY THE IIAF, ESPECIALLY IN 
PEACETIME. IN WARTIME, HOWEVER, IT WOULD BE NECESSARY TO 
BRING PROJECT UNDER CONTROL OF MILITARY. THE SHAH 

SAID HE SAW A DECIDED ADVANTAGE IN HAVING A SINGLE MANAGER 
TO ELIMINATE DUPLICATION OF EQUIPMENT AND EFFORT AS WELL 
AS UNNECESSARILY TYING UP NEEDED TECHNICAL PERSONNEL. 

HE EMPHASIZED THAT THE PROJECT WAS CRITICAL AND SHOULD 
BE STARTED VERY SOON. HE FELT THAT SATELLITE COMMUNICATIONS 
WERE AN ABSOLUTE MUST FOR HIS COUNTRY. THE SHAH 
GAVE THE IMPRESSION THAT HE DID NOT HAVE A PROBLEM WITH 
PTT OR AT&T INVOLVEMENT WITH PEACE SCEPTER. ON THE 
OTHER HAND, HE EXPRESSED THE HOPE THAT THE USG, EITHER 
CIVILIAN OR MILITAR, WOULD TAKE A HAND IN THE OVERALL 
MANAGEMENT OF THE PROJECT. THE SHAH SEEMED TO 
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BE CONCERNED THAT A PRIVATE FIRM MIGHT GOUGE ON ITS CHARGES 
TO THE GOI. WE DOUBT THAT AT&T WITH ITS HIGH REPUTA- 
TION, WOULD BE CONSIDERED IN THE SAME LIGHT AS OTHER US 
SUPPLIERS OF COMMUNICATIONS HARDWARE. 

7. AS APPROPRIATE, WE NEED TO BE KEPT INFORMED OF 
PLANNING FOR THIS PROJECT IN WASHINGTON. THIS IS ONE 
UNDERTAKING WHICH, IF NOT HANDLED PROPERLY, COULD SOUR 
PRESENT EXCELLENT USAF-IIAF RELATIONS AND ARRANGEMENTS. 
HELMS 
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